NOTICE OF PRIVACY PRACTICES

In accordance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA), our
office must ensure the confidentiality, integrity and availability of all the protected health
information (“PHI”) it creates, receives, maintains or transmits. Our office must also protect
against any reasonably anticipated hazards to the security and integrity of PHI. The following
information and guidelines should provide all employees the information needed to properly
handle and maintain PHI.

WHAT IS PROTECTED HEALTH INFORMATION?

PHI is generally identifiable information that is transmitted or maintained by
electronic, oral, or paper-based, that relates to an individual’s physical or mental
health, treatment, payment for services or healthcare operations. To be PHI, the
information must identify the individual or provide a reasonable basis for identifying
the individual.

Example:
e Full name, address, social security numbers, or birthdate.
e Health records including past, present, or future physical or mental health
conditions.
e Payment records related to individual’s healthcare.

WHO IS AUTHORIZED TO ACCESS CONFIDENTIAL PHI?

Any information our office collects or creates that relates to patient health or patient
care can only be used in limited ways without patient authorization. Patient
authorization is not required when doctors, nurses and others use information about
patients to determine what services they should receive or to review quality of their
care. PHI may also be used without patient authorization to bill patient (or their
insurance companies) for the services they received or to fulfill other necessary
administrative/support functions.

Disclosure is also permitted without authorization in a number of other situations. A
few examples are below.

Example:

e Healthcare providers can share health information to contribute to the public
good, such as public health and research. Certain situations such as: preventing
disease, reporting adverse reactions to medications, reporting suspected abuse,
neglect , or domestic violence, etc.

e Courts have the right to order healthcare providers to release patient information
with appropriate court orders.

e Under limited circumstances, healthcare providers may disclose PHI to police
(such as reporting certain wounds or injuries, or to comply with a court-ordered
warrant or grand jury subpoena).

e Healthcare providers report information to coroners and funeral directors in
cases where the patients pass away.

For many other uses and disclosures of PHI, our office must get a signed
authorization from the patient.

PRINCIPLES OF THE “MINIMUM NECESSARY” RULE

Access to PHI within our facility is governed by the “minimum necessary” rule,
ensuring that only essential information is accessed for specific purposes. This
minimizes unnecessary exposure of patient data. Personnel are permitted to
interact with PHI strictly for job-related activities and are encouraged to employ
discretion when handling sensitive information.

SUBSTANCE USE DISORDER RECORDS

We may maintain records related to the diagnosis, treatment, or referral for
treatment of a substance use disorder. These records are protected by federal law
(42 CFR Part 2) in addition to HIPAA.

Substance use disorder records may be used and disclosed for treatment, payment,
and health care operations as permitted by law. These records may not be used or
disclosed for law enforcement purposes or in civil, criminal, administrative, or
legislative proceedings against you without proper legal authority.

your circumstances.

This resource is crafted to relay reliable information, but it should not be considered a replacement for legal
counsel nor does it offer legal judgments on particular circumstances or engagements. It is understood that
those who have contributed to the development, production or distribution of this resource are not

accountable for any adverse consequences. We recommend seeking legal advice for concerns specific to

SUBSTANCE USE DISORDER RECORDS CONTINUED

Federal law also prohibits the use or disclosure of substance use disorder
records for employment, housing, education, or access to social services without
your consent or as otherwise permitted by law. Recipients of substance use
disorder records are prohibited from redisclosing this information unless
permitted by federal law.

You have the right to:

e Request restrictions on certain uses and disclosures of your substance use
disorder records

e Request an accounting of disclosures, as required by law

e File acomplaint if you believe your rights under 42 CFR Part 2 have been
violated

You will not be retaliated against for filing a complaint.

WHAT RIGHTS UNDER HIPAA DO YOU HAVE?

e Right to Receive a Copy of the “Notice of Privacy Practices.”: This notice
informs patients of their HIPAA rights and how to exercise them.

¢ Right of Access: Patients may request to inspect their medical records and
request copies, including electronic records.

e Right to Request an Amendment: Patients may file a request to make an
amendment to their medical records they may feel are incorrect or
incomplete.

e Right to an Accounting of Disclosures: Patients have the right to receive a list
(accounting) of the times a facility has shared their health information for up
to six years prior to the date asked.

e Right to Request Restrictions: Patients have the right to request restrictions
on how we will communicate with the patient or release information.

e Right to Receive Notice of a Security Breach: Patients have the right to be
notified if their health information has been breached.

POTENTIAL HIPAA VIOLATIONS

Recognizing and responding to HIPAA violations is a critical responsibility of all staff
members. If a potential breach or non-compliance act is witnessed, it is crucial to
report to a supervisor or our designated HIPAA Privacy Officer without delay.

If you ever feel we have violated your rights. Please contact us or file a complaint
with the U.S. Department of Health and Human Services Office for Civil RIghts by
the methods below:

e Sending a letter to: 200 Independence Avenue, S.W., Washington, D.C. 20201
e Calling 1-877-696-6775
e Visiting www.hhs.gov/ocr/privacy/hipaa/complaints/

Please note we will not act against you for filing a complaint.

OUR RESPONSIBILITIES

e Our facility is required by law to maintain the privacy and security of your
protected health information.

e We will let you know promptly if a breach occurs that may have compromised
the privacy or security of your information.

e We must follow the duties and privacy practices described on this sheet and give
you a copy.

e We will not use or share your information other than as described unless you tell
us in writing. If you tell us we can, you may change your mind at any time. Let us
know in writing if you change your mind.

FOR MORE INFORMATION SEE: WWW.HHS.GOV/OCR/PRIVACY/HIPAA/UNDERSTANDING/CONSUMERS/NOTICEAPP.HTML




